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General Shortcut

Previous Versions

Compatibility

if this program isnt working comectly on this version of Windows,

try running the compatibility troubleshooter.

|  Run compativilty troubleshooter |

How do | choose compatibility settings manually?
Compatibility mode
[] Run this program in compatibility mode for:

Windows 8 v|

Settings
Reduced color mode

8-bit (256) color

Run in 640 x 480 screen resolution
Disable fullscreen optimizations
[[] Run this program as an administrator
' Change high DPI settings

. Q&msﬁ&wgsfordm

oK || Cancel

Apply
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Landis+Gyr MAP110- 6.2 Properties

Choose the high DPI settings for this program.

Program DPI

Use this setting to fix scaling problems for this program
instead of the one in Settings
Open Advanced scaling settings

A program might look blurry if the DPI for your main display
changes after you sign in to Windows. Windows can try to fix
this scaling problem for this program by using the DPI that's
set for your main display when you open this program.

Use the DPI that's set for my main display when
I signed in to Windows

Learn more

High DPI scaling override
EOverrideﬁghDPIscai'lgbdnvior.

_ Scaling performed by: _
m@m |
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Eile  View Communicsticn Tools Help
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&) P Client: [16] Public Access, no suthentication
Device: | Default Device

| all device apecific dirms commands
41 dims Read Commands

i dima Wiae Commands

- dims Exscute Commands
3-{(2] Diagnastic Commanda

Toals  Help
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-| & Channet Default Channel
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| Communication Settings: loaded
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Communication Channel x

MName |Cefault Channel

Interface
Interface Type Serial (optical head or 3-wire} L
Physical Interface COM1 L

Template for Lower Layer Settings select template Apply

Physical Layer | dims Link Layer | dims Application Layer i IEC

Serial Interface

Transmission Speed 300 v | bps
Port Settings & Bit (8 data bits / no parity) w
ms

[ Idle time after connection

o]

9 )ymn / $17 1 3 70 51 )
<3 6»7D 1 ) 5 "J67 7D Y1 )
5 *J 67 %1 1 - ) 1 -)
5 ) 7)% / 7 1 3 ) /
) 1 -)
& - )/ 1) > ) 731
-7 1 3 ) 1 70 < 75 -/
;oo 6 700 <975 -/ 5 > op & 6 )
7 1197
= 78HT
) -3, ( ) 7
3 33,
+ 9) 1.3  ,() ) )
T ) (
81 )71 " 71 )
) 11 =) ® , !l )1 -
. <= ) e
D C o, ) ( % 18

3))
3 3
o

)
$7
7/

it



E:q:) dims Read Commands

f ..... sn] dims Emergency Readout

----- ﬁ Biling Values

------ ﬂ Meter Values

] Energy Values

’.. ﬁ Prepayment Values
..... [ Instantaneous Values
;J q‘j Clock
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&] c:l dims Write Commands
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File View Communication Tools Help
("] |_9::Cli=m: [1] Data Collection, static password -9 Phone I ' [ ¥
Device: ZMXG300Q - [T IECHDLC 3818956, 9659  -| & | Channel: US8 - Optical Head - 3600 - &
E450 - Z0X100/300Q ‘LAY LEE LE Biling Values
=) dims Read Commands |Group A
1] Biling Values » Identficat’
I ;7] Meter Values looeTsre Diagnosti
11| Energy Values lo07380 Alerm code 1 Diagnesti
| T Instantansous Vabues 0-0:97.98.1 Alzrm code 2 Dizagnost
- Gock 0087982 Alnem code 3 Diagnost
p g Fuies 100100 20180315 163622 (81) Clock Clock
= & Logt. 009610 39188353 Davice 1D 1 (manufacturer serial rumber)  Identificat
1‘1‘ bl E: "w"‘ﬂ"'.‘" e09611  398asss Device 1D 2 {utility serial number 2) Identhicat
ﬂ ) Mentfication Numbers 1009612 123456 Device 1D 3 (utility senal number 3) Identifical
-] Mkl Uy 009613 Device 1D 4 {utility serial number 4 |dentficar
w0 . o014 Device 1D 5 (ubility senal number 5) Identificat
-4 Time of Use _ |o0%e1s Device IDE Device ID € (IDIS cenificate number) Identificat
-] Disconnectors 1-1:1.80 22956 kivh Active energy import +A (GI+GIV) Enesgy
@) Outputs 1280 29.460 ke Active energy export -A (G-I Enesgy
-] Diagnostic Values 1-1:380 11,144 kvarh  Reactive enargy import +R (QI+0I1) Ensigy
-] Consumer Information Intedace (CIl) < >
4] Access Supervision
| @ ] Frmware Update LB X Command Log
3 dima Wirte Commands LGZ1030735188859 (VE31010) connected “
1-J dims Execute Commands Read Billing Values
& Diagnostic Commands v
LGZ1030739188859 | Va31010 ZMKI320C0U0L1D3.31 54
BHRXE S S AY Communication Log
2€96€4350ms - HDLC R<= UA-F: Adre] ize= RecFrSize=d PolleTrue FrameValidwTrue ~
|2E98€43%0ms — LLC End Close
2695€4350ms - DLMS set State: CLOSZD v
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E450 - ZxX100/300Q

=-¢{ZJ) dims Read Commands
7] Meter Values
@ Energy Values

@ Stored Values / Billing Data Profile
~[5H] Mains Quality Profile

Event Logs
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E450 - ZxX100/300Q

all generic dims commands
all generic IEC commands
all device specific IEC commands
E850 - ZxQ200

E650/5650 - ZxD300/400
E570 - ZxY400G

ES570 - ZxY400P

E570 - ZxY400Q

E550 - ZxG300/400

E460 - MxA100/300

E450 - ZMX300G

E450 - ZxX100/300P

E450 - ZxX100/300Q

E350 - ZxF100

E230 - ZxR100xC

E230 - ZxR100xR

E65C - CU A/B/M/G/D/E/P/U/Lx
E35C - AD-xP/xG

E35C - AD-xU

E35C - AD-xE

ZxD100AR

ZxD100AP

L540 - QOA41
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all device specific dims commands hd ' J Q ':J L

&) dims Read Commands

~-unl] dims Emergency Readout
] Billing Values

-[H] Meter Values

-] Energy Values

-fEf] Prepayment Values
() Clock

=-{Z) Astronomical Data

.2 Coordinated And Offsets
&-{Z) Profiles

----- 2 Integration Period

----- 2 Capture Periods
7 Load Profie 1

----- [T7] Stored Values / Biling Data Profile
fF Energy Profie

----- i Daily Snapshot Profile

-fE Received Signal Strength Profile
-fH] Received Signal Strength Profile CU
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e =3 Search P

Scale kWh, kvarh, kVAh +

0BIS
0-04200
0-097.970
0-097.980
0-0:97.98.1
0-097.982
00100
0-096.1.0
0-096.1.1
0-096.12
0-096.13
0-096.1.4

Value
| LGZ1030160323685
| 4400000000
10x00000000
|0x00000000
| 0x00000000
12024-05-31 10:12:50.66 UTC-02:00 (0x80)
60323685
145678
11234
| 12345
Zero-Series-EMT

Unit Designation
COSEM logical device name
Error message
:A!arm register 1
| Alarm register 2
| Alarm register 3

| Clock Time
|Device ID 1 -
|Device D 2-
Device ID 3 -
|Device ID 4 -
DeviceID 5 -

Manufacturer serial number

Utility number

Utility number

Utility number

Utility number Or metering code ID

Group E
Identification Numbers =

| Diagnostics

| Diagnostics

| Diagnostics

| Diagnostics

| Clock

| Identification Numbers
Identification Numbers
Identification Numbers

| Identification Numbers
Identification Numbers | .

) . 18 .8
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Communication Tracers

COSEM Trace

DLMS Trace

GATEWAY Trace

LLC Trace

WRAPPER Trace

HDLC Trace

|EC Trace

W

R

OK || Cancel

0

1

) 7

80; : 7 1 3 3)) ) 80; : ),

) ) 1 3 ) /) 1 0o# ;A0 >

- -
AT 4 g 5 3 ) 3 ))
= Y
HEBXE® s AV Communication Log
2805€0078ms - HDLC HDLC DATA EXCHANGE ~
280560078ms - HDLC §-> I-Frame SrcAdr=32 DestAdr=l R qlir=3 dSeqiiz=3 & ation=False Poll=Trus
2805€0105ms - HDLC S-> TEAOLLO3417€C25CEEE€0005010500023F3CTE
2805€0312ms - HDLC R<= TEAOT441035€€TEAEEETO00COL020L0003€1307300050€00000D0000FF00050830325F30305F303
2805€0312ms - HDLC R<= I-Frame SrcAdr=l DestAdr=31 R qliz=4 dSeqiir=3 g ation=False Poll=True
2809€0312ms - LLC R<= E€ET7000COL02010003€1307300050€00000D0000FF00050830325F30305F303000090€00000D00C
2805€0312ms - DIMS R<= 0C0102010003€1307300090€00000D0000FF00050830325F30305F303000090€00000D0000FF01C
280560312ms - DLMS R<= block: 3 last block: True 307300050€00000D0000FF00090830325F30305F303000C
2809€0212ms - DLMS R<- OC2D01030002020F001€0€000590€0000€00803FF0L1030002020F001€0 00BO4FFOLC
2809€0312ms - DLMS set State: OPEN
2809€0421ms - DILMS set State: CLOSING
2805€0421lms - HODLC Close
2805€0421ms - HDLC 5-> DISC-Frame Srchdr=32 DestAdr=1 Poll=True FrameValid=True
2809€0421ms - HDLC §-> TEROOTO3415356A27E
2805€0500ms - HDLC R<= TEROOS4103730EEB4T0F7E
2805€0500ms - HDLC R<— UA-Frame Srchdr=] DestAdr=32 SendFfrSize=0 RecFrSize=0 Foll=True FrameValid=Tru
2805€0500ms - DLMS set Stace: CLOSED v
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0C2D01030002020F0016060009060000600803FF01030002020F0016060005060000600804FF01030002020F00160600090€00 A
00600805FF01030002020F001€060009060000600806FF01030002020F0016060009060000600807FF01030002020F00160600
05060000600808FF01030002020F0016060005060000600809FF01030002020F00160600090600000D0000FF0L0300090€60000

Analyse

DIMSPDU Gateway LLC  HDLC Frame Wrapper Ciphered APDU
[ with addtional field information Identfier Length ===}

DLMS PDU[12] [** readResponse 'V} -
ReadResponse ::= SequenceOf 45 Element(s)
0: ReadResponseElement [1] {** data-access-error *'}
DataAccessResult = 3 {** read wricte_denied **}
1: ReadResponseElement [0] [** data *v}
Dataf2] {** Structure **}
Sequence0f 2 Element(s)
0: [15] Integerd = 0 (0x00)
12 [22] Enumerated = €
2: ReadResponseElement [0] {** daca *+}
[9] OctetString[€] = 0000600803FF
3: ReadResponseElement [1] {** data-access-error *‘}
DataRccessResult = 3 {** read write_denied **}
4: ReadResponssElement [0] {** data ¥V}
Dataf2] [** Structure %%}
SequenceQf 2 Element(s)
0: [15] Integerd = 0 (0x00)
1: [22] Enumerated = &
5: ReadResponssElemsnt [0] {** daca *+}
[9] OcterString([6] = 0000600804EF

€: ReadResponseElement [1] {** data-access-error **}
DataAccessResult = 3 {** read write_denied **}
7: ReadResponseElement [0] {** data V+} ]

1.7 - 3 3 1%$-1( $ ( - ) <
-3 3 =-) 1) . ) -
3 3/ 3 .3 1) % )"+ )y 111
11 =) ) I

=-E]) -, 1 >Ywm( 1 -

- =, 1) DR

-3 3 )A 3 1, >/ 3) s
) 11 5 - 3 1 -1 - 6 =-) -
, ) -3 3/ 3 .,% /)
) 111 11 -) ) /
= - ) - , ) _
=-) ) , ) -3 3/ 3 ,$
1) ) 111 11 -) )
/
Session: busy (dIms - COMS - 9600 bps) [®20]g21] I
D/ 3 - 193 ) ,
0 / > -, 3 5 /6
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U LGZ50408530 - B32

011 7

140,
150 30
160 20
170 10
U1
180 >0
190 o
200 340
210 330
220 320
260 270 280
% IEC method (anticlockwise)

Taa®

Start

22979V

u2 23001V
u3 229.86 V
Umax | 23001V

n 5.00 A 5000.00 A
12 5.00 A 5000.00 A
13 5.00 A 5000.00 A

Imax 5.00 4

1-u1 20

12-U1 140"

13-U1 260°

u2-u1 120°

u3-u1 240°

Frequency: 49.98 Hz

11/28/2019 3:46 PM
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# Communication Settings

Connections | Address Book |
Devices + X , Communication Channels | +
Device Name  Device Series ' Channel Name Interface
AD-FE1G150 |E35C - AD-xE Default Channel com1
Default Device | undefined || Modem Conexant USE CX93010 ACF Modem
D-L1 E360 - DYF/M-LY il Tcee Realtek PCle GBE Family Controller - 192.168.1.20
IMD402CT .EGSO-’SESO - ZxD300/400 USE - Optical Head - 9600 |COMS
IMX3I0P |£450- ZOCIOO/300P | i
ZMXi300GQ ] 545_0 - mmgsmq
Links
Communication Channel  Remote Address IEC Address HOLC Address Network ID Metwork Address
Default Channel [ undefined || undefined [ undefined [ | undefined
Mad.em. ) .Test Meter E undefined E.unde’flr\ed E.unde’flr\e.d -D.;.Il'l.ﬂ!ﬁﬂ!d
TCP-P |Ethernet Module (] undafined [ undefined |1 undlefined [ undefined
USB - Optical Head - 9600 \Clundefined [ undefined ]| undefined [ undefined
Data Version: 15 | Storage Policy: permanent File Location;  CAUsers\user\AppDatall

0
563 ) )

DT

¢

-73

3

>,9$

'/ =56, 3 ( ) 3))1 <«
, / >1 $3 ) 1) ,
) 19 1 ) (
) 5 & 7=, 3 (
) 76
0 , 56 3))) $ ( /)
) 5 + 7/ - - /
- 76 , 3 ) -1 $/1 3
=$5 + 7/ - -1 $/ =% 1 3 76
* - s
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Connections | Address Book |

Devices + X , f
Device Name  Device Series

AD-FE11G150 |E35C - AD-xE

Default Device | undefined

D-1 |E360 - D/E/M-LT
IMD402CT _E(:SOJ’SESQ - IxD300/400 |
ZMX310P E450 - TO100/300P

Links

Communication Channels +
Channel Name Interface

TCP-IP  Realtek PCle GBE Family Controller - 192.168.1.20
USE - Optical Head - 9600 |COMS

Communication Channel  Remote Address
TCP-1P Distribution West
* USB - Optical Head - 96500 |

|EC Address HDLC Address Metwork 1D Network Address
] bafirad D dafinad ]| undefined :' indefi
29188859 9830 [ undefined |1 undefined

Data Version: 15 Storage Policy: permanent

File Location:

/ )
I« )

=3))

Connections | Address Book |

Devices +

Device Name  Device Series
AD-FE11G150 |E35C - AD-xE
Default Device |undefined

IMXi300Q . |F450 - 7xX100/3000Q

Communication Channels + .K , f

Channel Name Interface
Default Channel COM1
Modem Conexant USE (93010 ACF Modem

TCP-IP Realtek PCle GBE Family Controller - 192.168,1.20

USE - Optical Head - 9600 |COMS

Data Version: 15 Storage Policy: permanent

Links
Drevice Remote Address IEC Address HDLC Address Network ID Network Address
* AD-FE11G150 | Ethernet Module [C1 undefined [ | undefined [ | undefined [ undefi
Default Device | Ethemet Module ] f L1 undefined 1 D: defined
IMXi300Q | Distribution West L undefined  |[1|undefi [CJlundefined ]| undefined
File Location: AMlUsers\user\dpp Data\l ocal\Langis + Gyr',dMAP
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# Communication Settings

Connections | Address Book

Eevi-:es + _Cf:um munication Channels + X ,

I Device Name  Device Series Channel Name  Interface

| Default Device undefined Default Channel COM1

Links
: Device Remote Address IEC Address HDLC Address Network ID Network Address
Default Device [ 1 undefined [ ] undefined [ | undefined [ | undefined
Data Version: 15 Storage Policy: permanent File Location:  C\Users\user\AppData\Local\landis+Gyr\dMAP
= * s 3 . )i ) T
D) 7 ) 73 311 1) $, 12 1
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Communication Channel x

Name CommunicationChannel
Interface

Interface Type
Physical Interface

Template for Lower Layer Settings

Physical Layer | dims Link Layer
Serial Interface

Transmission Speed

Port Settings

] Idie time after connaction

Serial (optical head or 3-wire)

CoMm1

select template

dims Application Layer | IEC

300 ~ | bps

8 Bit (8 data bits / no parity)

ms

o ] [ea]

; /) 3 ) / ) $,
72 7
0 ) / $1 /) ( > n o/ $17
3
0 51 ) 3 6
D 1 ) 5 "J6
D Y 5 "J 6
2 3 =
& 0 ) / ) 7)$ / 1 3
( ., 81 /710 7 ™ Y1 ) 13
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0 7)) t$ 7,
1 - ) /%1 ) -1,
I

C c Co C 1

Communication Channel x

Name |USB - Optical Head - 9600

Interface

Interface Type Serial (optical head or 3-wire) b
Physical Interface COM5 ¥
Template for Lower Layer Settings select template v Apply

Physical Layer | dims Link Layer | dims Application Layer | IEC

Serial Interface

Transmission Speed 2600 ¥ | bps
Port Settings 8 Bit (8 data bits / no parity) ¥
[C] Idie time after connection 0 ms

(o ] [canel]
0o ) 1 - ) ( )71

0 ) 7 1 - )7 -7
3
&0 A& # D BS /&, $
/0 A& # D B, /) )

I 1) ( oD <D (

=) 7 / 7) =, /$ 3 1$)
/ $50; ( P 63 ) 2

( )N / 7%,
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c3 4C 1
Name .TC p-1P .
Interface
Interface Type Network o
Physical Interface Realtek PCle GBE Family Controller - 192.168.1.
Template for Lower Layer Settings select template w Apply

Physical Layer | dims Link Layer | dims Application Layer | IEC

Network Interface

Protocol TCP »
Source Port 0
[] Idle time after connection 0 ms
[ox ] [concel]
0 )y 2 1 ) 7 7 1 3
I 5 b
7 5 - b
& Y 2 1 .5 $/9 (& 6 ) 3
) - ) I -7 75 6
S =) N / 7)) =, I$ 3 1$ )
/ $59; ( P 63) ) 2
( ) 7 / 78,
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c2 C 1

Communication Channel x

Name |Modem
Interface
Interface Type Modem .
Physical Interface Conexant USB CX93010 ACF Modem v
Template for Lower Layer Settings select template v || Apply

Physical Layer | dims Link Layer | dims Application Layer | IEC

[ Idle time after connection 0

/$ 3
-3 )#0
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o )71 1=1$7 ,
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1 -)
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Communication Channel x

Name |USB - Optical Head - 9600

Interface

Interface Type Serial (optical head or 3-wire) -
Physical Interface COM5 ¥
Template for Lower Layer Settings select template b

Physical Layer | dlms Link Layer | dims Application Layer | IEC

dims Link Layer Protocol HDLC via IEC mode E ¥
IEC Mode E
[V] Transmission Speed Switching 9600 v | bps
[¥] Intercharacter Timeout 3000 ms
Maximum Number of Retries 3 @
HDLC
[¥] Maximum HDLC Buffer Size 248 bytes
[¥] Message Timeout 3000 ms
Maximum Number of Retries 3@
o] [t
1 - ) = $ 1 >) 9 4!
80; A 11 1% =) -
5 ) 2 58 1% /740 (9; -7
= $ 1 6
o1 03 ) -0 ) 2
5/ P.& 16 =) ) =, /% (3
3 ) -
2 / 3 = )y -
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1) % 2E 5 $ 1$ /780; A 11 7
= $ 1 6

0 ) 7 11 1$ 7,
) - ) , 11$/) ' 01

Communication Channel x

Name |USE - Optical Head - 9600

Interface

Interface Type Serial (optical head or 3-wire) o
Physical Interface COM5 b
Template for Lower Layer Settings select template ¥ || Apply

Physical Layar | dims Link Layer | dims Application Layer | |EC

Referencing Method Short Name (SN) referencing v

The command set supported by logical name referencing is very limited, Please use short name referencing
unless otherwise instructed,

Maximum Number of Elements in Lists 45 @
Single Request Firmware Releases B08:B09:B10:811:C06;C07:C08:C0%:D41:D42:043: V0
[[] Maximum dims Buffer Size 0 bytes

[] Black transfer with set, write and action services supperted
Keep alive Interval 30 H

Use release service to close Association Application

0 70) 2 5026 / -7 - 2 5126/
) D) 11 512 - (3
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Communication Channel x

Name |USB - Optical Head - 9600

Interface

Interface Type Serial (optical head or 3-wire) =
Physical Interface COM5 v
Template for Lower Layer Settings select template v || Apply

Physical Layer | dims Link Layer | dims Application Layer | 1EC

Transmission Speed Switching 9600 ~ | bps
[] Intercharacter Timeout 3000 ms
Maximum Number of Retries 3 @
Password for R5/WS5 Commands (static)
Maximum R1/W1 Command Size 16 bytes

o ) ? 5/ P.& ,16
7 01 03 )-7T 1 3 =) ) =,
(3 3 3 ) -
2 / 3 = ) -
$) ) ) 1
9 ) : /1 /1) )
$ /) W$ =) N
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4 Communication Settings

Connections | Address Book

Devices o

Communication Channels + J( , f

Device Name  Device Series

Default Device ndefined

Links

Channel Name Interface
Default Channel COM1

USB - Optical Head - 9600 COM1

Device

Remote Address

IEC Address HDLC Address Netwaork 1D Network Address

Data Version: 15

Starage Policy: permanent

File Location:

I 1)
) 7
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&' Communication Settings

Connections | Address Book

Devices + X f Communication Channels +

| Device Name  Device Series Channel Name Interface

focoo devce unieoes [E T —

Links

I Communication Channel Remote Address IEC Address HDLC Address Network ID Network Address
Default Channel [ ] undefined [ | undefined | undefined [ | undefined

Data Version: 15 Storage Policy: permanent File Location:  C\Users\user\AppData\local\landis+Gyr\dMAP
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Name |Device
Type Address I Clients |
Device Type
Device Series undefined -
Manufacturer Serial Number
Logical Device | Base Meter / Module ~ | 1

The logical device may be overridden by a command in some cases.

0 ) 7817,

Name |ZMXi300Q |

Type 'Mdress | Clients
Device Type
Device Series undefined N
Manufacturer Serial Number
Logical Device Base Meter / Module *

The logical device may be overridden by 6 command in some cases.
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Device x

Name |ZMXi300Q
Type | Address | Clients

Physical Device Address

[V] IEC Address 39188859 @

[¥] HDLC Address 9839

The use of an IEC and/or HDLC address defined here is controlled by the link settings.

[oc ]
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Device x

Name |ZMXi300Q
Type i Address | Clients
Device Specific Access Levels

[0] Public Access, no authentication
[3] Utility Service, no authentication
[F] Manufacturer Access, static password

Import all Credentiais (Offline)] import all Credentials (Online)|
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IMXi300C
Access Level Client AP Authentication dditional Reg Message Security Policy Supported Protocals
[0] Public Access 18 | no authentication | na ciphering |IEC and dims
1. [1] Data Collection 32 low level ation using a static § |no ciphering |IEC 2nd dims
1. [1] Data Collection _32 _high level authentication using SHA-256 | | o ciphering _dlms only
). [2] Utility Field Service _J.B _Icw level authentication using a static password | |no ciphering _IEC and dims
1. [2] Utility Field Service 48 high level authentication using SHA-1 no ciphering dims only
| I 21 Utility Field Service |48 high level authentication using GMAC | no ciohering | dims anly
| & [2) Ubiity Field Service 48 | high level authentication using SHA-256 _ o ciphering | dims anty
| 31 Utility Service 64 | no authentication service menu required | no ciphering IEC and dims
| ! [Gj Management Access |1 :}cw level authentication using a static password :na ciphering :dlms anly
i [G] Management Access | 1 | high level authentication using SHA-1 | no ciphering | dims only
I [G] Management Access |1 _hiqh level authentication using GMAC |no ciphering _dlms only
| & | [G] Management Access |1 high level authentication using SHA-236 na ciphering dims anly
| 1. 1 Security Auditor 5 | high level authenticatian using GMAC | no ciphering | dims only
| 1 [ Calibration Lab [ .high level authentication u‘sing‘ GMAC Ino c‘ipf‘!ering. | dims .cm?y
1. [l Communication Module | 7 Ihigh level authentication using GMAC [no ciphering [dims only
| i [l Local Operator 9 :high level authentication using GMAC | :na ciphering :dlms anly
t [U] Access Administrator |2 |low level authentication using 2 static password | ma ciphering | dims anly
1 [L] Access Administrator |2 | high level authentication using SHA-1 | na ciphering | dims anly
1 [L] Access Administrator |2 | high level authentication using GMAC | na ciphering | dims anly
| & [L) Access Administrator |2 | high level authentication using SHA-256 | na ciphering dims anly
| [F] Manufacturer Access | 104 low level authentication using a static password .hardware switch required | no ciphering .dlm; only
[X] User Defined 1 0 | no au‘thenucannn | [no ciphering [1EC and dims

0L /$)
5. -

[2) Utility Field Service

Client Application Process ID
Access Security
Authentication

Additional requisites

Message Security

Authenticated

Credentials

Password (secret)

) 11 -7 « /

43 [Juserip 0

low level authentication using a static password

Encrypted Signed

v

Global Authentication Key (GAK)

Global Unicast Encryption Key (GUEK)

Supported protocols

Import Credentials (Offline)|  [Import Credentials (Online)

|EC and dims

/ ( ; 7 11
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)

Enter new password (secret)

Static password
® visible string 98765432

() hexadecimal characters 8/16

3) 3 ( )
4 <

¢ ) -#

) ? 1 6

73 3 ) (, -

Access Level Definition - ZMXi300Q

[2] Utility Field Service
Client Application Process 1D 48
Access Security
low level authenti

Authentication

Additional requisites

Message Security

Authenticated Encrypted

Credentials

Password (secret) E‘ Eev R

Global Authentication Key (GAK)

Global Unicast Encryption Key (GUEK)

Import Credentials (Offiine)

Supported protocols IEC and dims

D User ID

cation using a static password

Signed

mport Credentials (Online)
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Enter new key

Global Authentication Key (GAK)

(U visible string Ox;AQA&A?A6A5MA3A2A1AOMABACAD&F o
® hexadecimal characters 30/64
[ ox |[cancel]
$ >) =% $C , $ 81 / -
1) )3 3 = g /1 I ,
<

Access Level Definition - ZMXi300Q

[G] Management Access

Client Application Process ID 1 [[] UseriD
Access Security
Authentication high level authentication using GMAC

Additional reguisites

Message Security
Authenticated Encrypted Signed

Credentials

Password (secret)
Global Authentication Key (GAK) [ wreeseens

X
Global Unicast Encryption Key (GUEK) @ E

Import Credentials (Offiine) llmport Credentials [Online)J

Supported protocols dims only

)/ 1 $70 11 1 7)3 ) 1. 1 /
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ZMXi3000
Access Level Client AP Authentication Additi Requisil b ge Security Policy Supported Protocols
0] Public Access 16 no authentication na ciphering 1EC and dims
1 D.o.la Eail ' :;n .32 -l:.m IMI sthe: ion using a static d| .no <.i.pl;|ermg | 1EC and &Ims-
| 4. 111 Data Callection |32 | high level authentication using SHA-256 | | no ciphering dimsonty
[2] Utility Field Service |48 tow level i usir-é 2 static ‘: Irio ciphering IEC and dims
| 4 12 Utiity Field Service |48 high level authentication using SHA-1 | no ciphering dims only
| 4 [2] Utility Field Service |48 high level authentication usmé GMAC | no ciphering dims only
| 1 [2) Uity Field Service |48 igh level authentication using SHA-256 [ |no ciphering dims anly
| [3] Utility Service 64 .no aulﬁtnu:atuan .smu:c menu rcqﬁweﬂ .nu ciphering i Ié( and &|ms
14 [G] Management Access |1 | ow level auth using a static p. d| [no c-.phe}rng Tdims anly
|18 Management Access |1 -high level authentication using SHA-1 no ciphering dims only
| & Management Access |1 high level authentication using GMAC | | authentication and encryption dims only
1. [G] Management Access |1 high level authentication using SHA-256 |na ciphering dims only
: 1 [} Security Auditor s .hlgh level authentication using GMAC | 'ns ciphering dims anky
| & 0 Calibration Lab I3 high level authentication using GMAC | o cipharing [dims only
1. [} Communication Module | 7 | high level authentication using GMAC [ [ne ciphering dims only
1. [ Local Operator £ -high level authentication using GMAC | Ino ciphering dims only
[L] Access Administrator |2 low level authentication using a static password | o ciphering dims only
| & [L] Access Administrator |2 high level authentication using SHA-1 [ Ine ciphering dims only
| & [U Access Administrator |2 hlgh level authentication usir;g GMAC | 'no ciphering dims anly
| 4 U Access Administratar |2 high level authentication using SHA-256 [ o ciphering | dims only
| [Fj 'Manufa:tur& A(:ﬁ;. .104 | v t u;ing & static p. | hard switch required | n.o.cnphering. .dlm oni;.a
[XUserDefined1 |0 LN o ciphering 1EC and dims

[ox | [conce]

Name |ZMXi300Q

| Tyee | Address| Ciients |
Device Specific Access Levels

[0] Public Access, no authentication

[1] Data Collection, static password

[2] Utility Field Service, static password

[3] Utility Service, no authentication

[G] Management Access, GMAC authentication
[L] Access Administrator, static password

[F] Manufacturer Access, static password

import all Credentials (Offiine)| (Import all Credentials (Online)]

) [ $ ( . Y7 71 1 3
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File View Communication Jools Help
@& <2 Client: |{0] Public Access, no authentication
[ OROR (W) (0] Public Access no authentication
[1] Data ion, static p
E450 - (100,34 [2] Urility Field Service, static password
= a | [3] Utility Service, no authentication
“1[G] Manag Access, static p

H # %= Phone | X u
859 = & Channel: USE - Optical Head - 9600 -8
]ﬁPuL‘I:nc‘c‘es‘: ;-o_m}t.;e.r;tluhnn i

1G] Management Access, GMAC suthentication
E E‘-e:e [L] Access Administrator, static password
1[5 Enerd[F) Manufacturer Access, static password [
+' N - .
- b 1L
—_— Fe-ally
e - .
L& X Command Log
v || COSEM Logical Device Name | Firmware Version Device Type
Ic

, & 7: -)

C* "4

$ 1 ) [/ =8/ 51/

DN 2?2 =%/ 3, 1 $ .88 1 s 1 (

Name .ZMXBOO’Q
[ Type [ Address| Cets |
Device Specific Access Levels

[0] Public Access, no authentication
[3] Utility Service, no authentication
[F] Manufacturer Access, static password

Import all Credentials (Offiine)| [Import all Credentials (Online)|

/3 1 =8/ =3/

= % B
D) W1 H$73 311

n#$ * *



Encryption Keys

File Name

Device Selection

Key(s) found:

Utility Key

File Name

Password

) 7181 73
0 )

)y 7; #1
3 11

$3) )

0 ) $1 =$%/ $ 3 1

« . > AppData » Local » Landis+Gyr » dMAP
Organize « New folder
ComponentOne_LLC  ~ Name i
ConnectedDevicesPlatfa tmp
CrashDumps tmp 101126
CrashRpt (| AddressBookV14.xml
D3DSCache = AddressBookV13xmi
0BG | DeviceConnectionSettingsV14.xml
Diagnostics =] DeviceConnectionSettingsV15.xmi
—— =) GB_51300256_18346-10_LANDIS+GYR(PL)...
(=] GULF_V2.0_Example V7.xml
GEFEG 2| PhoneBookxml
Google %) SecuritySettingsV14.xml
GrapeCity,_Inc =] SecuritySettingsV15.xm|
Information Factory (=] xPhoneBookxml

v £

T AL

Date modified

vl

Search dMAP Lo

Type Size
File folder

File folder

’ML Document
XML Document
XML Document
XML Document
XML-Document
XML Document
XML Document
XML Document
XML Document

XML Document v
>

File pame: ]lG8_51300256_18346—10_LANDIS»>G\'R{P L)5P.Z.0.0.xml

~| | Device Description files ("xmi) |

Cancel

! "H#$
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Import Keys

Encryption Keys

File Name |C:\Users\user\AppData\Local\Landis+Gyr\dMAP\GB_51300256_18346-1( IZI

Device Selection

; 14797082 Key(s) found:
14797083

14797084
14797085
14797086

Utility Key

Fila Name |

Password 10K

& = ) 7 $H $7
) 781 73 3 11

0 ) $3) ) $=8/ ) 1%

+ 0 ) $=$/ $ 3 1
D/ ? $1 ) =8/

€ ol » AppData » Local » Landis+Gyr » dMAP v & | Search dMAP ¥
Organize + New folder B M@ o
ComponentOne_LLC  # Name a Date modified Type Size ™
ConnectedDevicesPlatfa tmp 26.11.2019 10:49 Dateiordner
CrashDumps tmp 101126 26.11.2019 10:49 Dateiordner
CrashRpt || RWE_privkey.pem 07.01.2014 13:00 PEM-Datei
D3DSCache
DEG
Diagnostics
ElevatedDiagnostics
GEFEG
Google
GrapeCity,_Inc
Information Factory d
il i LG >
HIename;RWE_privkcy,p{m VE .Cﬂ'ﬁﬁ:lh.u(".;;ﬁ:‘.pfz'.pun;‘ v|
. = %

1S * *
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Encryption Keys

File Name |C:A\Users\user\AppData\Local\Landis+Gyr\dMAP\GB_51300256_18346-1( IZI

Device Selection
14797082 Key(s) found:
14797083 Authentication Key
14797084 Unicast Encryption Key
14797085 - Utility Field Service, static password
- Utility Field Service, SHA-1 authentication
14757086 - Utility Field Service, SHA-256 authentication
Authentication Key
Utility Key
File Name |C\Users\user\AppData\Local\Landis+Gyr\dMAP\RWE_privkey.pem
Password 10K
= % ;
D) M1 H$73 3 11 ) ( <1 /
( 1$
Name .ZMXBODQ

Type | Address| Clients
Device Specific Access Levels

[0] Public Access, no authentication

[1] Data Collection, static password

[2] Utility Field Service, static password

[3] Utility Service, no authentication

[G] Management Access, GMAC authentication
[L] Access Administrator, static password

[F] Manufacturer Access, static password

Import all Credentials (Offine)| [import all Credentials (Online)]

% 4
6 6

D/ $ 1 =8 / =$ - $ )
? ) (, ,TH$ - $ 7
) 7181 73 35 +.7 /1 -) =% - $

* * ! "H#H$
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Name |ZMXi300Q

[ Type | Address| Clients |

Device Specific Access Levels

[0] Public Access, no authentication
[3] Utility Service, no authentication
[F] Manufacturer Access, static password

Import all Credentials (Offine)] [Import all Credentials (Oniine)|

[ox ] [cancel]
/I 3 1 =%/ = -

= % B
D) W1 H$73 311

Import

Import from remote system

Referenced Key Mang Sy Productive System

v X &
Import Access Level Client AP Authentication Status
[1] Data Coflection 32 | high level authentication using SHA-256 -

2] Utility Field Service 48 | high leve! authentication using SHA-1 -
[2] Utility Field Service
[2] Utility Field Service

48 high level authentication using GMAC -
48 | high level authentication using SHA-256 -
[G] Management Access 1 . high level authentication using SHA-1 -
. [G] Management Access 1 I high level authentication using GMAC -
|[6] Management Access |1 | high level authentication using SHA-256 -
| Role: Security Auditor 's ' '

6

7

9

2

2

2

Role: Calibration Lab

high level authentication using GMAC -
I high level authentication using GMAC -
| high level authentication using GMAC -
| high level authentication using GMAC -
high level authentication using SHA-1 -

| Role: Communication Modu‘e.
.Rzle‘. Local Operator .
| [L] Access Administrator

. [L] Access Administrator . hig.h level authentication using GMAC =

. [L] Access Administrator | high level authentication using SHA-256

v
%]
%]
I
7
%]

[Request keys from remote system

Import information

it



3)) ( &% &

9 "1 7 = ( / 3))% 3 1
=$/ ) - - $
¥ y3 3 | ) =,
X Hys 3 ) =

= [5 )3 3 , 6 4
¥y=$ (. ) = - $ )3
, 1 ) 3 )70 7 0 7 3)
71 7Y™ 1 7
v =3 « , ) =$ - $ ) <

3)7 -7 0 7 3)r2 11 1
1 7 )Yni I 705 ) ) %;,

Import from remote system

Ref ed Key Mang Sy Productive System

v X &
Import Access Level Client AP Authentication Status
W [1] Data Coflection 32 high leve! authentication using SHA-256 -
Q] .[2] Utility Field Service |48 :high level authentication using SHA-1 [Success
[2] Utility Field Service |48 Ihigh level authentication using GMAC  |Success
& | [2) Utility Field Service |18 | high tevel authentication using SHA-256 Success
W .[Gl Management Access 1 .high level authentication using SHA-1 .
O .[G} Management Access E high level authentication using GMAC -
O .iG] Management Access [1 .higﬁ level authentication usin.g SHA-256 -
B Role: Security Auditor s .high level authentication using GMAC B
O Role: Calibration Lab 6 .high level authentication using GMAC |-
1 ' Role: Communication Module 7 .high level authentication using GMAC -
B 'Role: Lacal Operator o .high level authentication using GMAC |-
[« [L] Access Administrator [2 | high level authentication using SHA-1  Success
.[i_] Access Administrator .2 .hlgh level authentication using GMAC .Success
I .[L] Access Administrator [2 .high level authentication using SHA-256 [Success

{Request keys from remote system

Import information

|[2] Utility Field Service - high level authentication using SHA-1
- Import succeeded

[2] Utility Field Service - high level authentication using GMAC
- Import succeeded

[2] Utility Field Service - high level authentication using SHA-256
- Import succeeded

= %;
) W1 H$73 3 11 ) ( <1 /
( 19

* ! "#E



&% & 3))

Name |ZMXi300Q
;Type l A.ddress__j Clients |
Device Specific Access Levels

[0] Public Access, no authentication

[1] Data Collection, static password

[2] Utility Field Service, static password

[3] Utility Service, no authentication

[G] Management Access, GMAC authentication
[L] Access Administrator, static password

[F] Manufacturer Access, static password

Import all Credentiais (Offiine)| Import all Credentials (Online)|

1S * *
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4’ Communication Settings

Connections | Address Book

Devices + X f

op Communication Channels +

Device Name  Device Series

Default Device |undefined

[ 20000 1450 zexio0noa

Links

Channel Name  Interface

Communication Channel Remote Address IEC Address HOLC Address Netwerk ID Network Address

rr) o«

¥$ ) ( 1
Y1 17

Data Version: 15 Storage Policy: permanent File Location:  CAUsers\user\AppData\local\Landis+Gyr\dMAP
) 3/ 2
/ 1) , = /%

( ) 111 (

1 ¢ 3) ?

-73 3

)
3 ( ) % )

us 1$




&% & 3)) (

*$ #

#- Communication Settings

i Connections . Address Book
IP Addresses + U Phone Numbers + U
| Address Description Number Description
Data Version: 13 Storage Policy: permanent File Location: ~CA\Users\useriAppDatailocal\landis+GyridMAP
- * y3 3 /D , 5-)3 3
) 7 D =73 3 11

; - 1y ( ) 12 18, )
D > 1) ( ) 7)) .1 8,

Address Book x

Phone

Name ZIMX310G 12129973

Phone number |0763156762

Use comma to wait for dial tone e.g. 0,01234567

D 7 D =73 3 11 ) 1) . (
) 11 $ ) o=




3)) ( &% &

# Communication Settings

Connections | Address Book

IP Addresses + 4 u Phone Numbers + U

| Address Descrption Number Description
0763136762 | ZMX310G 12129973 |

Data Version: 15 Storage Policy: permanent File Location:  Ch\Users\user\AppData\local\landis+Gyr\dMAP

& /1) 1) ) ) 3%/ ?
) 7 -73 3




&&% & 3)) (

IP Addresses + ‘ L.l Phone Numbers + U
ihddress Dascription Number ' Description
Data Version: 15 Storage Policy: permanent File Location: CAUsers\user\AppData\local\landis+Gyr\dMAP
- * y3 3 /3 5 /3 3
) 7 D =3 3 11
; - 1) ( )2 1 %,

P
Name Ethernet Module
Address
® |Pvd
Qv | (192 | |168 | [200 | |20
URL
Port {4049

o]




3))

) 3) § b

5 - $ 2003) )/ 3 ) ? ) )
- 3 =
& = %;
) 7 D =73 3 11 ) 9 ( )

#- Communication Settings

Connections | Address Book

1P Addresses + U Phone Numbers + U

Address Description | Number Description
192.168.200.20:4049 | Ethernet Module

Data Version: 15

Storage Policy: permanent

File Location: - Cl\Users\user\AppData\l ocal\landis+GyrdMAP

/

/) 9
) 7

)

38

-713

3

s 1$ ! > )
)¢ ) )




&th &

3)) «(
*( " # 4
Wy 1 s 0 ( $ Yy oD
, = . 1=3 >) , =11 #$ /
) 5 -/ ) ) $6 , 1
9 1 - , = [ 3

IP Addresses ..... + U

Address Description

Phone Numbers + U

Number Description

| Data Version: 15 Storage Policy: permanent

- B y3 3

File Location: - C\Users\user\AppData\local\Landis+GyAdMAP

- , 19 1) ,
1) 7181 73 3 11
0 7181 713 3)1) , =/ , 1 5) <
1 - $ /) 3,
5 1 o /) $ (- $ I
7) D= 1/ 1 - 1) ., =
D =I 75 P ( 6/ 1 - 1)
= %
g 1) , 1 / )
, =1 $ - ) , =) 1
11 ) 9 ) 1 ,
A) ) , =7) D = 1) , 1 > <
$ ( ( (

"#$
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# Communication Settings

Connections | Address Book

1P Addresses + U

Phone Numbers + .’ X U

Address Description

192.168.1.31:5000 | Distribution West |
192.168.200.20:4059 | Ethernet Module |
195.141.94.180:1000 | Training SIM Card 4

Number Description

| | 0704438765 | zMD405 B12.2 G21 76926068 |
: 0419356123 | ZMD405 B23.F 87541380

| 0479356122 | IMQ202 9999599005

[ | ‘0419356125 |ZMQ202 Ho2 76930012
0763156762 | ZMX310G

Data Version: 15 Storage Policy: permanent

File Location:  CAUsers\user\AppData\l ocal\landis+ GyridMAP

& Y 7
¥$ ) ( 1

-73 3

.
B




) 4 #
(
) ) 5
A B
(
- (
1)$ (
$1 =%
A
\
\
\
\
\
N
! 4 #
) ( = ) > )
8$) ( , 5 =6 ) , )
7) 7 1 3 5 7 ) 76
/1 1 (
) (% ) =)/ 3 - >/
2 >,/
5/ 1 1 ) (6
41 5/ 1 ) (6
) 5 ) $6
9 1 , 5 1w ) $6
1 0- 3% 3 =9 3 =
v 1o ( 3 = $ ,> 1 0- 3%
, 5 -Q-, C C3) - 3%:) 10- 3%
? / / 3 10 ? )
( ) 3 =
) ! ( = /
) ) ) 3) (

"4



Connections | Address Book |

Devices| X ' & Communication Channels | =
Device Name  Device Series Channel Name Interface
AD-FET1G150 |E35C - AD-xE Default Channel comM1

' '
D-L1 |E360 - DVE/AM-LT
IMD402CT E650/5650 - ZxD300/400|
ZMX310P | E450 - ZX100/300P |
IMX300Q  |E450 - ZxX100/300Q

Links
Communication Channel  Remote Address IEC Address HOLC Address Network ID MNetwark Address
Default Channel _ [T/ undefined [ undefined (1 undefined [ undefined

Data Version: 15 Storage Policy: permanent File Location;  CAlUssrs\yser Jata\local\Langdis+ Gyr\dMAP

0 ¢ /7 )y C 5 c$ >y /) <

o/
o

- &L y3 3 , Y1 (1 5 <

$ )7 ) 76

7 C % Yy 1=13 311 3)) (
)

Device / Communication Channel Link

Device AD-FE11G150
Communication Channel Default Channel ™
Default Channel
Modem
Destination Server T
Physical Address USB - Optical Head - 9600
[[] Use IEC address 39188859
[] Use HDLC address 9859
[] dims Gateway
Network ID or
Network Address Ox |00

Currently very limited support in the devices. Only enable this feature if instructed
accordingly.

! "H#$



. 3)) (
($3)) ) / ) «(
Device AD-FE11G150 it
Communication Channel EADFENIGTSO
Default Device
D-L1
Destination Server ZMD402CT
ZMX310P
Physical Address ZMXi300Q
[] Use IEC address 39188859
[[] Use HDLC address 9859
["] dims Gateway
Network Address Ox |00
Currently very limited support in the devices. Only enoble this feature if instructed
accordingly.
o] [Goma]
§ )7 ) 7 1 3 1y I
) 5 ($ )7 7 1 3
Iy ( 6
i ) ) / C> )
, 1/ ) A) -) ()1«
/ ) 3% I ) =) ) ) =
. 1) ) 1 ) Iy 7)1/ )
) - 3)$ 3 7 0o -73 3

& 8 $/ y7) 2 , 1 1
3 /) / 1) s
8 $/ 9 ) ) 7 0 (7 1
3 1y | 9
+ Y ) 9 41 / ) () -
Yy 1 71 41 7) =, 0 &
7 - 76
9 1 0- $) ., = )7 # 3% ) =
3 =Y I ) / / 3
1 0 ? ) ( ) =
3 = , !/ ,% , D =0 6
/) ( ) 3 = , 1 / )
/ 5 3 = 6
9 #) 89
) ) - 3%/ [/ $ $
11 ) ! "#( ) , - = s

it
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(G ($/ ) R . ()

# Communication Settings

Connections | Address Book |

Devices + X , f Communication Channels +
Device Name  Device Series Channel Name Interface
AD-FET1G150 |E35C - AD-xE
Default Device .undg"med

o-L1 |E360 - DVE/M-LT TCR-IP Realtek PCle GBE Family Controlier - 192.168.1.20
IMD402CT E650/5650 - ZxD300/400 USB - Optical Head - 9600 | COMS
ZMX310P E450 - ZO0100/300P

Links
Communication Channel  Remote Address |EC Address HDLC Address Netwark 1D Network Address
TCR-IP Distribution West [l undefined [ undefined [ undefined :' undefined
* USB - Optical Head - 9600 [v] 39188859 [v] 9859 [ undefined [| undefined
| DataVersion: 15 | Storage Policy: permanent File Location;

Iy =1 ( 5
) 6) 3%

) 7 -73 3

y3 3 ., y 71 o=7 $)

2 1= )y ( 7 1/ (7 1, >) $
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0 ( > ) 1% ( 1y ( , 3))
7 7 / 3)) 3
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+h &

s 0 ( : 6

8) , 3%

,$8

=) Clock

) Profiles

[0-F-F-F-3
~0066
i
g g

COSEM Logical Device Name

Fimware Version

Extended Fmware Version

Device ID 1 (utilty serial number 1, ID 2.1)
Device ID 2 (utilty serial number 2, ID 2.2)
Device 1D 3 (utilty serial number 3, ID 2.3)
Device ID 4 {utilty serial number 4, ID 2.4)

(Y E T T R A

*
i
~F
:
%

D1 ) 11 ) -
3 35 />

1
o/
o>

LB X Command Log
LGZ10307301E8859 (VS31010) connected
Read Date and Time 2018-09~-15 20:10:03
Deviation of Local Time to UIC -60 min
Clock Status Ox81

[0] Invalid value
[7] Daylight saving active

Read Device ID 1 (utility serial number 1, ID 2.1) 35188855
Read Physical HDLC Device Address 127
Read Relay 1 Relay: connacted (closed)
Control Unit: (1} conneccted
Control Mode: (€) locally controlled
LGZ1030739188859 | vo31010 | IMX320CQUOL1D3.31 54




+h &

> /( 1 /
) ( 18 ) 3 3
: > ) 1D -1 D7 | DT -$1 7
79 | 7 510 ( 6 7 " 7
o C 6 )
Do )3 ) 3 32) - /) <
Y3 ) 1 317) 3 35 / (I <
1 $ 6 ; ) / ) ’ y - -
H $ = - ) ( ) - ) H 1) $
) - ? ) )  -3) 3
1 - 13 / - 33 / - 7
- 1 ®)D -1 ) ) 8D/
( $( 1 5 78D%0 / %) 1%
¢ »>) > - ) - 1
[ ™ N Biling Values
~ |oBis | Value Unit | Designation | Group | A
»  |0-04200  LGZ1030739188859 COSEM logical device name Identification Numbers
~ |0-0:97570 00000000 Error code Diagnostics
[0-0:97.980 00002000 Alarm code 1 Diagnostics
|0-0:97.98.1 00000000 Alarm code 2 Diagnostics
|0-0:87.98.2 00000000 Alarm code 3 Diagnostics
[0-0:1.00 2019-12-20 12:06:55 (00) Clock Clock
10-0:96.1.0 39188859 Device ID 1 {manufacturer senial number) Identification Numbers
i |0-0:96.1.1 39128859 Device ID 2 (utility serial number 2) Identification Numbers
50-0:96.1 2 123456 Device ID 3 (utility serial number 3) Identification Numbers
10-0:96.1.3 Device ID 4 (utility serial number 4) Identification Numbers
|0-0:96.1.4 Device ID 5 (utility serial number 5) Identification Numbers
i |0-0:96.15 Device ID6 Device ID & (IDIS certificate number) Identification Numbers
11-1:1.80 22.956 kwh Active energy import +A (QI+QIV) Energy
i 11-1:280 29480 kwh Active energy export -A (QlI+GQIII} Energy
i 11-1:280 11.144 kvarh Reactive energy import +R (Ql+QII) Energy
1-1:4.80 9.064 kvarh  Reactive energy export-R (QIILQIV) Energy
[ 11-1:1.8.1 18.344 kiwh Active energy import +4 (QI+QIV) rate 1 Energy w
A) -5y : ) 5
( 6/ ( $¢( 1 > ) ( 3) 1
$( 5 - / ( 6
LEHB S E Data Readout
Code | Main Value | Auiliary Value -
» F.F 00000000
0.0.0 96096439
120 0001.007 kw =
140 04 00.000 kiw/
160 00.000 kw
16001 00.000 kw
16.0710 00.000 k'
160010 00.000 kw
180 000000.57 kwh
220 0000.717 kw
240 04 00.000 k\w/
260 00.000 kw
26001 00.000 kw
260110 00.000 kw
260710 00.000 kW
280 000000.12 kwh v
> , ( B Il ) 1 -1
$ ) ; . 1 - 5 7" 3 37
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» $(
A) /I 11 5¢( - / 6) 1 /
$ I ) ( )3 ) 3
5 701 T3 -7 )
)y 1/ -, , 1/ 3 3
$ 53 )
) 53) 6
/ 1/ - 1 /7 /
Profile Range
Qal 11772 entries
@ last 1 12| day(s)
O last 1 < | month(s)
O from 07.12.2019 00:01
to 08.12.2019
Cancel
« )y 1 )/ > ) , 3) 3)
$-) (- 6 s ) $
Profile Range
Qal 1772 entries
@ last 1 = dayls)
O last 1 morth(s)
O from 07.12.2019 01:0 =
to 08.12.2019 2
Time Base for Readout
(® Local time (DST considered)
O Local nomal time (without DST)
ok [ cancel
#
)-)$ 17 ., ! / 1
> /) 1/ = , 5, (
¢ ) ) - -1 6
D1/ ) 3 , ) 3A)
$ 1 o) |, / / / < kK
»1 / 3 ) - I (s - -
1 "#$ * *




+h &

1 1 ) 13 ,$1 -) 1
) - 1)) -/ /) 1/
3 $ ( ( 14
: 1 " - 1 0/ 1/ 5 ,
3) 0:6
[ S Load Profile 1
LGZ1030739188859 - Read Load Profile 1- All
= >
# 00100 0-0:96.10.1 fhexd | 1-1:18.0(KwWh] 1-1280Kwh] 1-1:380 [kvark] 1-1:4.8.0 fkvarh)
0 | 2019-12-08 14:30:00.00 (0x00) [ 22958 29.460 11144 9.064 | -
1 |2019-12-08 15:00.00.00 (0x00) it rRojterioad proniei] 0 45 11.144 5.064 |
2 | 2019-12-08 15 30:00.00 (0x00) 80 22956 29.460 11144 9.064
3 | 2019-12-08 16.00.00.00 (0x00) 20 22956 29,460 11144 9.064
4 | 2019-12-08 15:30:00.00 (0x00) 22956 29,450 11144 5.064
5 | 2019-12-09 08:30:00.00 (0x00) 29,460 11144 9.064
t { Clock invalid [1] t t {
6§ |2019-12-09 09.00:00.00 (0x00)| % Data not valid [2] 29.460 11.144| 9.064
7 | 2019-12-09 0:30:00.00 (0x00) 2{ Clock adjusted [5] | 29.460 11144 5064
8 |2019-12-08 10:00:00.00 (0<00) 2| Power down 7] 29.450 11144 9.064
9 | 2019-12-09 10:30:00.00 (0x00) 20 22956 29.460 11.144 9.064 |
102019-12-10 14:30:00.00 (0x01) 26 22956 29,460 11144 5,064
112019-12-20 12:15:00.00 (0x00) 20 22956 29.460 11144 9.064 | .
C ) / ) ( >
) -( 11 , ) ! "#$ 0 ( :
5) 3 ) 6
A) - %) , ) /I (C $1 /
$ |/ ro ) -))S )3 ) $ /I $
5 -1 -C 6
: 1 " - 9/ ( -
| Event Log (R5/R6 P.98)
F.F 1.8.0 kWh] 2.8.0 [kWh] 3.8.0 varh] =
TN 20120127 15:16:48 011/ ooo4oE00000006.. [oooooooo | oooooo57|  cooooo.2 00000065
2 |20140127 151706 2000|010 | 00020E00000006...|0oCOOOD|  ooDDOO57|  ooooo0.2 00000065
3 201401-27 145725 D000 | 045 | 000D0EDDDODO0E. .. | DO000000 DO0000.57 000D00.12 000000.65
4 |20140127 145726 0040|024 | 00008E00000007...|0ooOOOD|  ooDDOO57|  oooo000.2 00000065 =
b 201401-27 14:54:34 D080 | 023 | 00004EDDDODO0T ... | DO000000 DO0000.57 000D00.12 000000.65
6 20140127 145434 0000 045 | 0O00OEOOO000O...|DooooOOD|  ooDDOO.57|  oooo00.2 00000065
7 |201a012714532 0000 | 045 | 00000EOO00D0DG...|D0oooO0D|  ooDDOOS7|  oooo00A2 00000065
8 201401-27 14:53:15 D040 | 024 | 0000SEDDDODOOT ... | DO000000 DO0000.57 000D00.12 000000.65
9 20140127 145315 0080022 | 00004E00000007...|D00COOOD| ooDDOO.57|  oooo000.2 00000065
10 201401-27 145313 D040 | 024 | 0000SEDDDODOOT ... | DO000000 DO0000.57 000D00.12 000000.65
120140127 145308 0030 022 | 00004E00000007...|D0OCOOOD| o0DDOO.57|  ooD00D.12 00000065 ~
< I | 3
) . , ( B I /1) 1 - 1
$ ) ; , 1 - 5 7" 3 376
1 3) »3) ) (%1 , 3))
( , ) ( -> )/ 1 1)

1 3) >3) ) ( ( 18 3)
, 5 1 - ), D) 3 % )
/ 1 1y (

! "H#$



+h &

y 1/ 3 ) ¢/ ,3% ) 5 .81 <
3))! "H$ 9 ) $) .8
5, 6 «C ., 9)5 $) .8 3, <
) 1
D - 1/ 3
Byte 4 Byte 3 Byte 2 Byte 1

Bit [3130[29|28|27|2625/24|[23]22]21|20]19]18]17]16|[15]14]13[12]11]10[ o [ 8] [ 7] 6] 5[ 4 [ 3] 2] 1] 0]




+h &

= 3))

=) dims Read Commands
=
7] Biling Values
1] Meter Values
[Hi] Energy Values
] Prepayment Values
1 Instantaneous Values
- Clock
| @) Astronomical Data

)/ 3 - .1

( / $,$8DI0

3 =-/ 53 )B I/

dims Emergency Readout x

Profile Selection

[] Event log (1-0:P.28.0)
E] Load profile 1 (1-0:P.1.0)
[] Load profile 2 (1-0:2.2.0)

) N

Profile Range
O all
® last |1 day(s)
Olast |1 month(s)
QO from | 7. December 2019 B ]
to 8. Dacember 2019 5 0 -
Working Folder
|CAUsers\user\Documents\Landis+Gyr\dMAP110\6.1 )
/ = —%: ) 3, (
/ 1/
)/ 1 ) ( /
7 + 79) ( (

$
)
) -
) .
1/ ) 3
>) 1 (

[ g

"4



+&h &

> ) 1 -3
= 3)) ¢ &
@z dims Read Commands
-7 dims Write Commands
=) Clock
" Errm
--£¥3 Set Date and Time to PC Time
- L a] Clock Base
@z Astronomical Data
-] Profiles
-4 Identffication Numbers
@#-{z) Communication
4] Remote Communication
#-{2) Extended Communication (CU only)

- Time of Use
&) Prepayment
@#-{Z) Disconnectors
#-{ZJ Outputs
i Diagnostic Values
@) Secunty
| &) Display
@#-{) Primary Data Adaptation
i#-4{Z) Consumer Information Interface (CII)
@) dims Execute Commands
) a Diagnostic Commands
A)3 ) 1 ( 3% /
I Y ( 13 - 3 3/ I o
Local Date Time | 8.December 2019 -] | 14:25: 25 H4[4]
Deviation of Local Time to UTC :-60 | min
Clock Status = 0x00
[0] Invalid value [4] Reserved
[1] Doubtful value [5] Reserved
[2] Different clock base [6] Reserved
[3] Invalid clock status [7] Daylight saving active
Device ID 1 (utility serial number 1, ID 2.1)
39188859 @
Enter a string with a maximum of 16 characters
1$) 18 Yy = %) / 3
) ( ) -3 35 />( -)6
LB X Command Log
LGZ1030739188859 (V931010) connected
Write Date and Time 2019-12-08 14:24:39
Deviation of Local Time to UIC -60 min

LGZ1030739188859 | vazto10

| ZMXi320CQUOL1D331 54

it




+h &

) N 1? Farameternzation |0

5 ) 7 91 0 -73 )
7 71 /1)

@-{Z) dims Read Commands
=) dims Write Commands
- Clock
@) Astronomical Data
@] Profiles
| @] Identfication Numbers
@) Multi Utilty
| B g_,_] Communication
~-1l» Physical IEC Device Address
o * Physical HDLC Device Address
~4le Ethemet MAC Address
sl CS/S0 Type
¢
|--ale RS485 Interface
{—dl» 2nd RS485 Interface
4= Hectrical Inteface 1
i Meter Inteface
i—4» Blectrical Interface 2
|-~dx Wireless M-Bus Setup
I ,1, Wired M-Bus Setup
i ¢ SMS Configuration
| @ C] Remote Communication

Communication Input Settings

Communication Input 1
Communication Input 2
Communication Input 3
Communication Input 4
Communication Input 5
Communication input 6
Communication Input 7

Communication Input 8

HEREEEEE

o/ E
~ i
F
{1




&

4] Bectiical Interface 1
R4S Criovoion
#-{Z) Time of Use
i) Diagnostic Values
-] Securty
| ® i) Primary Data Adaptation
(#-{Z) dims Execute Commands

)00 /- 18 )
) D s ) - > )

Enable

® Simple Message Format {only message text below)

Calling AT Message String

O Fix Message Format (Prefix / DevicelD / Timestamp / Event Nr. / Optional Alarm Text)

Phone Number (to be called)

Message Text

Calling AT Message String

AT Initialisation String

AT Initialisation String

Transmission
Number of Messages per Alert

Repetitions

|0793870963

|Meter 50114833 Battery low 7 ]

Omit "AT"  Example: +CMGS=0793904208<0D>74403759<1A>

0963 <0D>Meter 50114833 Battery

Omit "AT"  Example: Z<0D>+CMGF=1<0D>

~CMGF=1<0D>

Insert CR Insert #z
1 Number of Messages per Alert
15 Minutes

1%

70

it



+.h &

) 3 Y ! T 5 $67 /)

) Mutti Utiity
&-{z) Communication
&) Remote Communication
E-{J) Bxended Communication (CU only)

R
~~4ls Modem Settings CU
~4l» Modem Intialisation Strings CU
~-1ls TCP/IP Settings CU
~4f» ADP Settings
"L- Received Signal Strength Profile
Time of Use

%

B-5-0-8-5-0-8-5F-5-0-

& {ZJ dims Execute Commands

5 ) - 3 3% $) 1 - <
-y =) /- / 3)# "0 >
Y3 )/ 3 -/-

General Communication Settings

. General Settings | Channel 1: Internal GPRS Modem | Channel 2: CS // RS232 .

Initial Protocol

DLMS Response Delay 0 ms

DLMS AccessProtection off ~|

= % 3 ) ( )




> ) 7 [/ 5:8 6713
/ /)

@] dims Read Commands
=) dims Write Commands
&) Clock
@7 Identffication Numbers
G-z Multi Utilty
=) Time of Use
-4l Activation Date of Passive TOU
I8 4 ¢cnded Time of Use (T0U)

i) Disconnectors

|

it

{

i

Information Interface (ClI)
S e

§
!

o= - G-

o’/

"
!

~
(00}
~
w
~~
w
—~
w
~~

(

Time of Use (0-0:13.0.0)
®] |4 P

Active TOU | Passive TOU [ Special Daysj Emergency Settings |
TOU 1D 02.00.00,

Season Table

+ 7 / &

Season Name Month Day Week Name
1 1 January 1 1
2 2 April 1 2
3 3 November 1 3

Week Table

- / 8

Week Name Mon Tue Wed Thu Fri Sat Sun

Start Time Action

1 00:00 | execute rate script 5~ |
2 0600 | execute rate script1 v |
3 2200 | executeratescript v |

it



=- = 1 Yy
$ $ B !/
= - w1 ) 781
1/
= - 1
1% ) :8
1 /3 -8
3 ) 1) :8
) -, -)
= - 1
= - B 1 (
13 ( ) A
3 1, > ) T:
) ) -
11 -
Add new day table
Remove selected day tables
Copy all day tables
Add new action
C;m,r ;;rrent day table
) A 3 1,
"3 ;
) 3 (
= %; 3 ) /
/[ 5:8 67 3 3

/

"#$



Primary Data Adaptation
| Prmary Data Adaptation E850
o
L-dl» Primary Data Adaptation E570
@) Consumer Information Interface (CIl)
#-Z) Access Supervision
-z dims Execute Commands

Network | Pulse Output | Resolution | Demand Monitoring |
Voltage
Primary Voltage Secondary Voitage
1.999'999 V
100 v 100 v
B=3"——— Uz=3"
3 V3
Voltage Ratio U1/U2 = 1.0000
Current
Primary Current Secondary Current
1.65'000 A
n= |1 A 2=[10 [A In=10A
Current Ratio 11/12 = 1.0000
Power
Primary Power Secondary Power
Pmax = 1.52 kVA Imax = 2A
Pn = 0.69 kvA Un = 230V
em imp/kWh " v IMPEWh
R1 = 50'000.0000 imp/karh R2= 350 oooimpmm

= % 3 ) ( ) (

it



> ) =
= 3)) %

@-{C) dims Read Commands
w-{Z] dims Write Commands
=) dims Execute Commands

-
-3 ErmErE

¥ Disable Test Mode
i !Mvde%ve&sgymLED
— = Activate Reactive Energy on LED

*

| 3 Activate Passive TOU
. % Activate Passive Tariff
| F Z Activate New Parameters
|~ Enable Pulse CAL Test Mode
| % Disable Pulse CAL Test Mode
| @) Regsters
| @] Event Logs
| B3] Muli Utiity
| @] Outputs
| @) Communication
| @ +{Z) Consumer Information Interface (Cll)
| @) Fimware Update
| 8- Installation Association Activation
#-{_J Diagnostic Commands
) ( 3)
-5 1 70 76 ) D)
-3 3
L HB X Command Log
LGZ103073918885% (V931010) connected
Enable Test Mode
Disable Test Mode
LGZ1030739188859 | ve31010 | ZMXi320cQUOL1D3.31 4
* * ! "#$



5 ) 0 0: 7 /)

-3 dims Read Commands
=) dims Write Commands
4] Clock
- @] Profies
| @) Identfication
&#-42] Communication
| @) Time of Use
i#-{7) Diagnostic Values
@#-{Z) Primary Data Adaptation
=) dims Execute Commands
| —Z Biling Period Reset

I+

+
-
3 Enable Test Mode
¥ Disable Test Mode
- Activate Active Energy on Right LED
zAdjvaeReadive&efgymﬁdiLED
¥ Neutraiize Biling Period Reset Inputs (KA/KB)
¥ Reset Meter Data
¥ Reset Alett
¥ Activate Passive TOU
¥ Activate New Parameters
| 8- Registers

t#-{Z) Profiles
@) Event Logs

=-{Z) Communication
. b SMS Test
w-{Z) Diagnostic Commands

) 0 0: 7 - 3 31 9 ) 3 3%
1) , . ) - 1)

SMS Test

Destination Phone Number (07991234567 |

Message Text ’Ned Meter 76526068 ]

Example: +CMGS=0793904208<0D>74403759<1A>

Calling AT Message String I-.CMS-O'ISS123455?<DD>M Meter 76926068<1A>

nsert CR Insed "2
SMS Status
SendTestSMS | | Bead SMS Status | Close
= ! 2 ) : 00
D$ = - > $ 1$)00

it
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-/ 3) 3/
) -/
$ /9% 1

=+

}-5)

> )17 3

1)

{ZJ dims Read Commands
] dims Write Commands
() dims Execute Commands
¥ Biling Period Reset
3 Enable Test Mode
¥ Disable Test Mode
& Activate Active Energy on LED
& Activate Reactive Energy on LED
3 Adtivate Passive TOU
3 Activate Passive Tariff
i Activate New Parameters
3 Enable Pulse CAL Test Mode
¥ Disable Pulse CAL Test Mode
i#-{Z) Registers
) Profiles
@) Event Logs
2] Mutti Utily
#-{Z) Outputs
-] Communication
@) Consumer Information Inteface (CII)
= u;] Firmware Update
b g Frmware Update Metering Application
¥ Fimware Update M-Bus Driver
¥ Fimware Update PLC Modem Driver
3 Activate New Fimware
@-Z) Installation Association Activation

i) Diagnostic Commands

2

1 AC 7 3

7

11

"#$
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Firmware Update Metering Application

® E450 device series e Ty o ]
® E480 device series = - -'._‘_ -
® E570 device series L. o = =
* E35C Vd.x modules T i
® 540 device series e
. r :
.
L] ’ =
=y
o5 =r
- z o
B0i=B=
1 g -
=laEd ———
— - R
LGZ1030739188859
=3

Firmware Update Metering Application

Step 1: Selection of image

Image file

Image version: V2

Image signature

Public key

Image identification: ¥93.12.10.12.18

Image type:  Legally relevant and legally non relevant firmware

CAUsers\user\DocumentstLandis+Gyr\dMAP11016.2\V93.12.12.18_FixFlex_v2_Release.img

Image size: 925048 bytas

R = F5A2 76C3 BBCT E1F4 A724 392F F221 4806 4668 1F9B 7C72 80CD A693 505E 2B0B 4E08 7538 56C3 40C0 BB65 C3D0 E820 5CET 00B9
S = CF80 92C6 A98F D620 64AF D1AB 6282 4360 3799 F61E CC72 OEBE 75DE 7789 579D 944F E699 DEIF 0A10 464F 5910 1884 9974 0070

X = 9D43 E085 4FB1 OBEA TF2C ASFE 8988 D727 D552 6E4C C95A T3C8 C949 OCE4 2974 DTEF BE1B 2B63 AEF4 3566 BCEC 562F AABS F4ET

Y = B4DC 98C2 0531 35BE 5628 BF67 €392 9977 828F D707 DD7D 6520 CF11 7845 B3ES FA4E 4126 F6OC 74A5 D6DB ECO9 AADD 4554 DBE2

Public key signature R = D13D 666E 1107 DEOO TAAB FAED 033A CC1E 8F86 CABD OE48 57E3 7D52 5751 68BE 4FAA 8AF1 05D4 4BB1 0AOD C3FF D50C BB28 757E

S = AE3B 297F 59A2 £272 C202 F952 A682 BFEA 049E A44B 61A6 ATCS 3DC6 4CD1 7B40 B3FA 1FOC 6DAB ET4B 785E FOFB F209 BASZ CC34

LGZ1030739188859

it



Firmware Update Metering Application

Step 2: Initialisation of transfer

Firmware identification

Current firmware: v93.10.09.10.12 New firmware: V93.12.10.12.18

Transfer information

Total size: 925048 bytes Block size: 254 bytes Number of blocks: 3642

Activation
®) immediately

) manually at a later date

O fixed date

LGZ1030739188859 ‘

| Back |[ Next || cancel |

9 Y71 (7 3) )Y/ 3 ) , «(
1

Firmware Update Metering Application

Step 3: Transfer, verification and activation

Image transfer

Start new transfer
36‘2 bilocks)

Progress:
[6] Image activation successful LGZ1030739188859 ‘

! "H#$
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Firmware Update Metering Application

Step 3: Transfer, verification and activation

Image transfer

—_— e

[1] Image transfer initiated LGZ1030739188859 ‘

Back

Firmware Update Metering Application

Step 3: Transfer, verification and activation ‘

Image transfer

Verifying image...

®
%es®

[2] Image verification initiated LGZ1030739188859 ‘

Sa:k‘
A ., = ) . ? [/ 3 (

it
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Firmware Update Metering Application

Activation of new firmware successfully started!

To read the currently active firmware version from the device please press <Check>
after the upgrade process has finished in the device (this can take up to 2 minutes).

Press <Finish> to leave the wizard without checking the currently active firmware
in the device.

E

[5] Image activation initiated LGZ1030739188859
Finish
= 4
) 3¢ 1 -) ( (53 ) <
1 ., ) $ ( 3 / )

/

« 9 - /, 4) - A)) ,
Yy )Y« /I 3/ 3

= ( -) 3)) (

Firmware Update Metering Application

Transfer of new firmware successfully terminated!

Currently active firmware version: V93.12.10.12.18

[6] Image activation successful LGZ103072309188859

Finish

! "H#$



( - 1) «C - 7y ( :
1% 3)) -

> ) 71 - 17 - )

@) dms Read Commands
i#-{Z) dims Write Commands
+-{_) dims Execute Commands
=-{Z) Diagnostic Commands
P9YVecio Diagm

E=, GSM Installation Support CU
B GSM Installation Support

s# DIP Table

% Securty System (Excel required)
ff Wireless M-Bus Devices

( - ) 3 ) 71 - 13 33) )
/ ) $ ( ¢ - 1)
- :)) ( ( ,$) 1$

U LGZ50408530 - B32
Voltage secondary ET_'-”IF' na1
140 ut | 22979v | 4spaTRv
: u2 | 23001v | 48003kV
150 30 u3 229.86 V 48.062 kV
Umax | 23001V
160 20
C secondary POy
Current  secondary CT = 1:1000
170 10 " 5.00 A 5000.00 A
T 12 5.00 A 5000,00 &
180 =l 3 500 A 5000.00 A
Imax 500 A
r . |
200 240 11-U1 200
12-U1 140°
218" o 13-U1 2607
-1 120°
220 320 ey 20
us-un | 240
Frequency: 40.98 Hz
| 290
260 270 280
'“': IEC method (anticlockwise) 11/28/2019 3:46 PM

‘U‘Ul($>3),3) =83 (3

) =3 ( 3

it




92

N 1$ 1 1 (3 3)))( - ,
1 ) 1
- B 1y - YA 3 1, >/
3) , ) u s- 3 1 -1«
- 6
D - 3)
:) - $, /) ( )
3 )#0 / < H#h #

5 ) 7 #0 ¢ 011 7 7#0

011 7 - )

@] dms Read Commands

i-{Z] dims Write Commands

-] dims Execute Commands

=-{Z) Diagnostic Commands
&) Vector Diagram
7
B GSM Installation Support
s# DIP Table
3| Securty System (Excel required)
[ Wireless M-Bus Devices

/ -) /)

=\
-
3+
o
(=]

011

- .- 1$
73 3 A) ) 1) 3 )
, ) = 1) « 7/

Logged In Cell

Neighbour Cells
-91 dBm
-99 dBm
-101 dBm
=111 dBm
-107 dBm

-109 dBm

LGZ50408529-2 - D71

Sunrise Communications AG [22802]
Sunrise Communications AG [22802]
Sunrise Communications AG [22802]
Sunrise Communications AG [22802]
Sunrise Communications AG [22802]

Sunnse Communications AG [22802]

/1 )
$1 1) ( ( < 1 )
=1 $C ) #0 ) >
$1 1) ( ( ) #0 ) 5
) ) ( $/ = -)
1% 6




- - 1 Il _)
- 1) 1 /1 )
D - 3)
N ¢
- 1) ( I - - ) 1)
5, . 1/ 3)) -
> ) 79 ’ 7 - )
@7} dims Read Commands
-] dims Write Commands
-{) dims Execute Commands
&) Vector Diagram
E=, GSM Installation Support CU
E=, GSM Installation Support
§TJDIP Table
(58] Securty System (Excel required)
ff| Wireless M-Bus Devices
- ., 3) . 0 -8/ -
Y3 ) 3 3
L HE s E DIP Table
LGZ95555005 (2014-01-27 09:21:48)
4 1 0 i} 0 0
F0%Un « 85%Un 13 2 13 0 1 0
1 3 0 0 0
1%Un < 40%Un 2 3 5 3 0
) - > ) C $/)C -1 ) 3 > -
¢ -1 / L/ - (D . /
) - %) - o) <
) , 1 -1 - )3 )
) - , ) )
) 1y ¢ -1 ( / - >
> > > & ,
/ ) ->) - l, ) &< 3), 11
vy =) ) >) « ) 3
A) ) - ) ’ = ) 1 T
) $ ) ( ( , )3 )-)-)

it




L H R s E DIP Table
LGZ99855005 (2014-01-27 09:21:48)

4 1 0 0| 0 0

13| 2 13 0| 1] 0

3| 1 3] 0 0| 0

1%Un < 40%Un o 2 3 5 3| 0

A) ) 1 ) ) - ) 1 -«
) -
L HE S E DIP Table
LGZ99959005 (2014-01-27 09:31:48)
4 1 0 0 0 0
13| 2 13 0 1| 0
3| 1 3 0 0| 0
1%Un < 40%Un 0| 2 3| 5 3 0
= - ) 3 3 , 1 ) 7181 * 7
- 3 3 19 /1 C 8 ( -
3 3

= - E] ) 3 3 , 1 ) 10 ( 7 - 3 3

) 159 /3 $ B 1/

- ) 3 3 , 18 1 -1 (3
3))) /) 3 3 , 1 3)) 1
1/

= - ) 3 3 , 1 ) /)

3 3 )A 3 1, > 3) , )
11 5 - 3 1 -1 - 6
/1y 9 , 1/ 3)) 1 g 7 -
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g% DIP T
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$/

) / 1) - , ( $3))

0 % /o)
) 7181 713 3 11

o yYmw 1,
) $ / , ) 3

General | Communication Settings i Commands ‘ Key Management System

Colours

Colour of disabled commands _

Calendar Base of IEC Commands
(®) Gregorian

) Jalali (Persian)

§ )7 7 = ),

) 7 73 311 3) 1
0 ) = %;

D) 7 73 3 11 ) )3 )/
7 /o, 7

= %;
)y 188 73 3 11 ) , 1) <
) 3 )

"#$



$/

& (

) 781 73 3 11
0 ) T# 7

0 ) 2 . ) D [/
) $ 1 ( ) / I 9

General | Communication Settings ] Commands l Key Management System

Colours

Colour of disabled commands _

Calendar Base of IEC Commands
® Gregorian

O Jalali (Persian)

) 781 73 3 11 ) 3
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$/

) 781 73 3 11

3))

$1

$ ) A

$

1
3

| General | Communication Settings | Commands ‘ Key Management System

File Location

i C\Users\user\AppData\lLocal\Landis+Gyr\dMAP

Storage Policy of Keys and Passwords
8 permanent
:-' never

D limited until 8 . December 2019 |5

— %;

1) 7181 73 3 11

3 $y 2 >)

D/ $/
R 11 R! R! "#$ R

7

[-]

A

<




$/

" 4

1

0 % /o)
) 781 73 3 11

0o )7 o -7,
| General | Communication Settings | Commands ‘ Key Management System

File Location

! C\Users\user\AppData\Local\Landis+Gyr\dMAP |1]

Storage Policy of Keys and Passwords

® permanent

O limited until 8. December 2019 =+
[oc]
0 ) -1 3
1)1 3 =% 1 $ )
1)1 3 =$ > ) $3 , 3)
)
1)1 3 =$ ) ) 1
1 ) ) > )
= %
:) 781 73 3 11 ) 3 - (

"4
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)1 $/ - )y 1 $,/
-) / 00 - , ( $3))
1
0 % / ) !
1) 781 73 3 11
0 ) 7 7,
; ) $ ) 1 - $/ )
7 7

| General i Communication Settings | Commands | Key Management System
Command Control

Repetition Delay for Diagnostic Commands (e.g. Vector Diagram) ! D@ [ms]

Delay before Reading SMS Status after Sending a Test SMS 10000@ [ms]

Command Confirmation
[T] Confirm Write Commands

[T] Confirm Execute Commands

MAP100 File Export

[ |C\Users\user\Documents\Landis+Gyr\dMAP11046.2
Co]
= %;
) 781 713 3 11 )y 3 - (

it



$/

) 7 [

0
0 =) ) =, 1) 7 / 7 /
563) ) ) / 1

| General i Communication Settings | Commands | Key Management System

Command Control

Repetition Delay for Diagnostic Commands (e.g. Vector Diagram) ! 9% [ms]

Delay before Reading SMS5 Status after Sending a Test SMS 10000@ [ms]

Command Confirmation

Confirm Write Commands
Confirm Execute Commands

MAP100 File Export

"#$
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1/ 5 16/ 1 ( 3))
3 : , - -
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9
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D -1
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2 ) $( 11 > ) ) 1
/
D1/ Y( )/ 3 -/ (@ J 1
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«p 3 1y (
P - /) 3
P# ) / 0000 5% ) $6
P# )/ )) 5 > 6
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1 /) 1/ / 8 1 0 3) 3
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) 781 73 3 11

9 ) 7 ;17
1 - >1) )
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| General i Communication Settings | Commands | Key Management System

Command Control

Repetition Delay for Diagnostic Commands (e.g. Vector Diagram) |

Delay before Reading SMS5 Status after Sending a Test SMS

Command Confirmation

[T] Confirm Write Commands

[T] Confirm Execute Commands

MAP100 File Export

C:\Users\user\Documents\Landis+Gyr\dMAP110\6.2
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| General l Communication Settings l Commands | Key Management System

Referenced Key Management System

Key Management System (Productive) | Key Management System (Test) ’ Renaming [ Logging

Url ' v
User
Password ".
Certificate ‘l‘
Key Label \WK_LG
Key Encryption Key (KEK)
KEK Share 1 Vs KEK Share 2 P
KEK (Hash)
[
5 ) , 101 H$ - 0 7
7 (0$ 7

Url x
Server localhost
Port 8081

Resulting Url | https://localhost:8081/ATM-KeyManagement-REST-Service/service/rest/|

(o]
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Enter new password (secret)

| Password (secret)

|o8765432

hexadecimal

® visible string
characters 8/255

Certificate x

Certificate |Certificate_12345 Look-up

Details Certificate information: AddressBook A
St AddressBook

Ef ve date:
Expiration date:
Issuer:

Key algorithm:
Certificate hash:
Public key:
Serial number:
Subject:

Effective date: 01.04.2015 v

N7/ 13 3 11 ) /
) 1 - 3, ) 181 13

; - =%, ) TH$!, 7
I ( TAHIH#T

s ) ) TH;HO) 7 $,
$; $1 H3 311
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Enter Key Encryption Key

KEK Share 1

visible string Ox;Ff-FEFDFCFBFAFQFSF?FE!.‘SF&HFQF'IFOF.:FEFDFCFBFAFQFBF?FGFEHFSF_?F'IFD | o
* hexadecimal characters 32/64

oK WI
= %;

D T; H$; $1 H$73 3 11 ) =$ $1

=5 13 3) = ) 1 - $, )m1 71

3 3
F 7 )=$ $1 =$) 51 6 ) 3%

D =% 81 =8) )( [y 31

1$ ) THH4 )e7,

| General ‘ Communication Settings ‘ Commands | Key Management System

Referenced Key Mangement System | Productive System *

Key Management System {Productive) | Key Management System (Test) ‘ Renaming | Logging

Url https://localhost:8081/ATM-KeyManagement-REST-Service/service/rest/crypto/getKeys f
User Henry Miller .

Password =T f
Certificate |Certificate_12345 j

Key Label |WK_LG

Key Encryption Key (KEK)

KEK Share 1 === & KEKShare2 P

KEK (Hash) [455850BC19E4480670€163D26305302858FADED |

5 ) . 1 H$ - 0 7 7
0% 7 1 1 +
0 ) 7" -7 ,1) =% - $ ) ,
/T 3) /  80; g
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| General | Communication Settings | Commands | Key Management System

Referenced Key Management System | Productive System

Key Management System (Productive) ‘ Key Management System (Test) | Renaming | Logging

Use Client Name instead of Client ID to query the KMS:

C\Users\user\Documents\Landis+Gyr\dMAP110\6.2'KMSClientiDMapping.xml E]

Some KMS use instead of COSEM Client ID o free text field to identify the COSEM occess client.
In this case the .MAP tools have to query the customer KMS using this text as identifier.

The relation between the Client ID and the Client Name is defined in the xm! file given above.
If renaming is used, adapt this file accordingly.

0 Y M- =T L) 2 ) =% - $ )
=) ) =, )y M- 1, ) 1) )
1y -1/ ) $,
DN -/ 3 ) $ ) 1 -/
I ) HoO - 7 ) [ ] /)

w$ ) ( $ g o= =] ) ! )
/)7 81 13 33))) 11

| General | Communication Settings | Commands | Key Management System

Referenced Key Management System | Productive System >

Key Management System (Productive) ‘ Key Management System (Test) - Renaming . Logging

Log File

C:A\Users\user\Documents\Landis+Gyr\dMAP11006.2\KMSLog.txt IZ‘
= %;

)y 781 73 3 11 y 3 - (
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Description of user intedace The Landis+Gyr \MAP110 Service Toel supports services needed to install Landis+Gyr devices (meters,
Communication with the devi| communication modules and communication units), to read billing and diagnostic values and to perform

maintenance operations.

The following diagram illustrates the vanous fields of application of the Landis+Gyr .MAP Tools.

? B degem® Utility Central Services Utility Local Services
List of abbreviations

waptsonzo ||
v MAP110 Il mw
Further information:
J Functions

_] Communication channels
) Communication protocois
_1 dims security

-] Editions

| Supported devices

"] Required setting when operating .MAP110 on high resolution displays

) /

) ) 1/ A 3/ > 3
) 1 / ) A 3
$

! "H#$
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The Landis+Gyr MAP110 Service Tool is designed to read and set device data of Landis+Gyr meters via the dims 2
Additionally, vanous analysis and diagnostic functions are available.

2. Most recent changes, enhancements and bug fixes

Changes to release 6.0.04 (2018-11-28)

- Final device support E570 52 G3 PLC V830505
- Final device support E570 52 GPRS V840505
- Final device support E460 S1G3 PLC 1ph BS V770100

Other relevant changes:

- EG50 Series: Fixed issue where Power Threshold can be changed with the Primary Data Adaption command.
- FW update feature licensing extended to the license groups Consumer, Field Inspection, Reader, Installation, Enga
- Vector diagram: Fixed issue where the phase cuments are represented wrong in the vector diagram when the refen <

>

<

"4
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Landis+Gyr .MAP110 - Service Tool

Version Information

Version 6207 m Update
Date 20189-12-06
Build 6.2.7279.28735 (2019-12-06)

License
User name Hans Muster

User group Professional

Landis
Gyr

System Information

Operating System Windows 10 Professional Edition (648it)

3 NET Framework 47.3190
http/f lan {r.com

Copyright © Landis+Gyr AG, 2019

o]

) =3) ) )

= 4 7 /$ 3

Landis+Gyr .MAP110 - Service Tool

Version information

Version 6207 m Update
Date 2019-12-06

oe®

Build 6.2.7279.28735 (2019-12-06) .t

License
User name Hans Muster

User group Professional

Landis
Gyr+

System Information

Operating System Windows 10 Professional Edition (648it)

htip-/h landisayr com NET Framewark 473190

Copyright © Landis+Gyr AG, 2019

it



$/

) e 18 3 )2 § 1/

Landis+Gyr .MAP110 - Service Tool

Version information

Version 6207 o Update
Date 2019-12-06
Build 6.2,7279.28735 (2019-12-06) \\,
License
User name Hans Muster
User group Professional
Landis
Gyr+ System Information
Operating System Windows 10 Professional Edition (64Bit)
P landisayr c NET Framework 473190

Copyright & Landis=Gyr AG, 2019
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